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ABSTRACT 

Cyberspace is a discussion not merely related to technological advancements, but also penetrates into the socio-political realm. 

Cyber issues are now starting to overwhelm security issues with the spread of cyberattacks. Although only happening in cyberspace, 

the impact resulting from the action can be fatal for major infrastructures in the real world, including data management, public 

private information, and the state security system. This is what happened between the United States (US) and China. Beforehand, 

the US and China had an agreement in cyberspace issues to develop international norms. Nonetheless, this step was not significant 

given the reluctance of both parties to implement the points of agreement as they were not in line with the national interests. In 

addition, the two countries often accuse each other of cyberattacks occurring in their respective territories. As the world's two 

strong cyberpowers, the process of cyberwar becomes urgent to be analyzed through the constructivism concept, as it takes identity 

understanding into account. By utilizing descriptive qualitative approach through literature study, this research aims to understand 

the cyberspace situation between the US and China and to analyze the ongoing process of the US-China cyberwar from a 

constructivism perspective. Social construction plays an important role as it shapes perceptions of other actors. With China, it is 

difficult for the US to form sustainable cooperation given the fluctuating dynamics of the relationship between the two. Until the 

end, it is currently difficult to find similarities that would reduce the tension of political conflict. 
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INTRODUCTION 

Cyberspace is an issue that was initially considered 

insignificant in international relations. As part of 

technological developments, especially the interconnected 

network (Internet), the cyber world is accepted as a realm 

that is solely for discussion of technology (private or 

business realm). However, it did not take long for this view 

to transform, adapting with the current situation: the cyber 

world is not only correlated to technological improvements, 

but also penetrates the socio-political realm (public sphere). 

In a scholarly discussion of international relations, for 

instance, this was argued by Abbasi (2021) that cyber issues 

have penetrated into issues of national security whose 

developments seem to lead to conflict or even hostility. 

Until now, cyber world issues have begun to penetrate into 

the real world, especially in the security realm. This is related 

to the potential implications resulting from events in the 

cyber world for the real world (Ramadan, 2021). One 

apparently is the spread of cyber-attacks. In this case, the 

cyber-attacks themselves reflect how countries – in the real 

world, compete and fight for influence. Geopolitically, in 

contrast to the real world which presents the phenomenon of 

a limited state territory, the cyber world allows an 

increasingly unlimited realm. 

 

Although happening in cyberspace, the impact resulting from 

this action can be fatal for important infrastructure in the real 

world, such as data management, public private information, 

and the state security system. This possibility then made 

many countries develop their cyber power which, if 

estimated, could be comparable to the development of 

military capabilities. 

 

Constructivism is one of the popular theories in the study of 

international relations. Unlike the other concepts, its 

uniqueness lies in the focus on discussing the realm of ideas 

or ideas that play an important role in the formation of 

interaction norms, which were originally also produced from 

the interaction process itself. However, unlike a number of 

other theories, constructivism is rarely discussed, especially 

when looking at security issues such as cyberspace. Analysis 

through a constructivism perspective is expected to 

contribute to answering questions regarding the cyber 

conflict between the United States (US) and China because 

it involves the important role of identity. In regard to the 

background case, this study aims to analyze the 

understanding of the cyberspace situation between the US 
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and China as well as analyze the ongoing process of the US-

China cyberwar from a constructivism perspective. 

 

LITERATURE REVIEW 

Cyberspace and Cybersecurity 

At the beginning, the cyber world (cyberspace) was an 

information-filled environment consisting of digitized data 

that was created, stored, and disseminated and was originally 

a realm for communication and buying and selling. But now, 

it has turned into a part of the important infrastructure that is 

often associated with the Internet. In contrast to boundaries 

in the real world with clear geographical boundaries, 

divisions in cyberspace tend to be imaginary (Singer and 

Friedman, 14-16). This concept is closely related to the 

process of globalization which is often called unlimited 

space and time. Cyberspace obscures many concepts in 

international relations, such as borderless sovereignty. Both 

the cyber world, the Internet, and globalization are terms that 

intersect with each other. 

 

Regarding the Internet, this technology was originally a tool 

for sharing information and, in its development, became a 

medium that developed by itself. Various information 

disseminated online is strongly influenced by the identity and 

culture of its users. Its connection with high-level affairs, 

such as government, requires state and other actors to adapt 

to the development of the Internet (Petallides, 2012). 

 

Broadly speaking, cybersecurity can be categorized as a 

nontraditional security issue (Perwita and Yani, 128). 

Nonetheless, several points in cyberspace issues are closely 

related to traditional security issues, such as state security 

and military capabilities. According to Pinterpolitik (2021), 

considering the rapid growth of cyberspace, the term cyber 

warfare has emerged as a response to the development of new 

battlefields as a result of increasing state power in 

cyberspace. The new zone has the characteristics of 

unlimited "cyber army" possibilities, ease of access (which 

is increasing and depends on technological superiority), to 

anonymity (Pinterpolitik, 2021). 

 

In the beginning, the issue of security in international 

relations only revolved around discussing physical spaces, 

including land, sea, and air. However, this focus is slowly 

fading with the presence of cyberspace which has the 

potential to damage the state in the physical space. Along 

with the development of the times, the cyber world has 

become a new arena that is very influential so that it must be 

regulated by state authorities. 

 

Social construction itself has a role in shaping fear of the 

possibility of destructive cyber space (Isnarti, 2016). These 

include destroying intellectual property, undermining the 

credibility of the state security system, reducing trust in 

online transactions, and such. 

 

Constructivism Theory in International Relations 

Constructivism broadly talks about ideas and concepts. The 

social construction that belongs to everyone creates 

knowledge that is shared. The core of constructivism itself is 

identity. Identity points include discussing how actors see 

themselves and determining interest preferences. In addition, 

constructivism views culture as having an important role, 

because it contains a set of practices that give meaning to 

shared experiences. Given its significance, tradition does 

contain values up to the rules that shape identity. 

 

The identity process is formed gradually and not suddenly 

(taken for granted). The results of this process can be in the 

form of attitudes when interacting with other actors. As for 

one form of medium used for interaction is communication – 

an effort to understand and recognize other actors which, in 

the end, determines friendship or hostility. 

 

In the context of international relations, the international 

system is formed based on ideas, not material power 

(Jackson & Sorensen, 400). In the process, interaction 

between countries is a factor causing the presence of various 

identities and interests which are then defined by attitude 

norms. Moreover, the state's internal conditions can 

influence its international attitude (Jackson and Sorensen, 

401). Regarding this matter, this includes certain parties that 

are in power as the executive or the legislature. 

 

Constructivism is quite closely related to the formation of 

identity and norms. The identity itself is formed from the 

international and domestic environment. What's more, 

culture, norms, and identity are said to be included in the 

context of discussing the core of national security (Jackson 

and Sorensen, 390). In fact, the identity identification process 

is considered as an effort to understand the desired definition 

of national security and the formulation of foreign policy to 

be aimed at (Jackson and Sorensen, 391). 

 

As for other things, such as communication, built through 

international norms that were previously constructed by 

actors with strong ideas. These norms then become standards 

and guidelines. Therefore, there is a close correlation 

between identities, interests, and interactions between 

various identities, and included in this context are state elites. 

The notion of constructivism can be summarized as the result 

of actor interactions with other actors. In the context of 

statehood, various ideas and discourses form this shared 

identity. This important point distinguishes constructivist 
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ideas from other international relations theories, that the 

socio-political realm is composed of shared beliefs rather 

than physical entities (Jackson and Sorensen, 392). 

 

In responding to the anarchist nature of the cyber world, in 

several respects, constructivism tends to be in line with the 

institutionalist neoliberal notion that cooperation between 

parties at the international level is necessary to uphold 

international practices that conform to norms. The norm 

itself is the result of the actor's interaction with various other 

actors. This set of norms then regulates the balance of the 

global world (Thomas, 2017). 

 

METHODOLOGY 

This study is using a qualitative approach. The analysis 

method used in this research is descriptive with literature 

study–obtaining information by tracing the existing 

literature, analyzing it, and surveying the available data 

(Nazir, 1988). The data for the writing collected in the form 

of literature data is derived from books, academic papers, 

news from mass media, and various other sources which are 

in line with the theme of this paper. The peak activity of this 

technique is the analysis, interpretation, and the presentation 

of findings.  

 

Data analysis was carried out through several stages, namely 

collecting a number of data related to the research object 

from various literature and documents, sorting data relevant 

to the topic and problem formulation in this study, 

interpreting the data that has been collected relating to the 

research object, and drawing a connecting line from the 

results of data interpretation into a conclusion as an answer 

to the problem statements of this paper. 

 

RESULT AND DISCUSSION 

- Phenomenon of US-China Relations in 

Cyberspace 

As the two dominant powers in a multipolar world 

structure, both the US and China actually had an agreement 

in cyberspace called the Cybersecurity Agreement in 2015. 

Several matters were agreed on at the occasion, such as 

efforts to reduce espionage in the economic sphere, increase 

communication and cooperation between the two countries, 

preventing cybercrime from both sides, and the two 

countries' governments are not allowed to support cyber theft 

of intellectual property. More than that, both the US and 

China also agreed to develop new state norms in the cyber 

world for the international community and establish a high-

level dialogue mechanism to fight cybercrime (Brown and 

Yung, 2017). Although this step shows progress towards 

reducing the conflict, of course many points have not been 

realized due to various obstacles that have occurred. The 

most important of them: reluctance to make points of 

agreement because they are not in line with national interests. 

 

In a report released by Microsoft, China is listed as the 

country of origin of hackers with 8 percent of the number of 

cyber-attacks that occur. Even though it is small compared to 

Russia which reaches 58 percent or North Korea with 23 

percent, the probability of success from hacking from China 

is said to be the highest, namely at 44 percent (Pinter Politik, 

2021). This data indicates the rise of China's cyber power 

along with the rise of the country's position in the global 

arena. 

 

This can be traced back to President Xi Jinping's statement 

that he wants China to immediately become a cyber power 

(Austin, 2015). China has its own characteristics regarding 

the development of the Internet because it is adapted to 

combine the basic principles of Marxism and the local 

development of the Internet in China (Kania et. al., 2017). 

This is what makes the characteristics of cybersecurity in 

China focused on national security. 

 

Until now, China is claimed to have supported a number of 

hackers who took action against a number of agencies in the 

US. The Bamboo Curtain country has been proven to have 

carried out various offensive cyber operations, including 

online spying, stealing intellectual property, to 

disinformation campaigns against the US and its allies 

(Warrell, 2021). China's capabilities cannot be 

underestimated since a series of cyber-attack cases against 

numerous countries, even though in fact many of the hackers 

are not directly supported by the communist government. 

 

Despite this, there are still those who doubt the rise of China's 

cyber power, considering that the focus of China's strength is 

on domestic cyber security to suppress information that is 

harmful to the communist government. In addition, 

compared to the Five Eyes alliance (including the US, UK, 

Canada, Australia, to New Zealand), US cyber intelligence 

tends to be driven by the ideological drives and political 

ambitions of the leaders of the Chinese Communist Party 

(Warrell, 2021). 

 

Various efforts have been made to strengthen China's cyber 

power. Philosophically, the Four Pillars and Five 

Propositions are concepts presented by Xi Jinping to support 

this effort. The Four Pillars themselves are aimed at 

promoting changes in the global Internet management 

system, namely (1) respect for cyber sovereignty; (2) 

maintaining peace and security; (3) stimulate the opening of 

cooperation; and (4) establish the right order. 
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In addition, the Five Propositions are intended to form a 

common community in cyberspace to promote the 

development of the global Internet which includes: (1) 

accelerating the development of global network 

infrastructure and stimulating interconnection and 

interactivity; (2) building a common platform for online 

cultural interaction, and stimulating efforts to exchange 

knowledge; (3) promoting the innovation and development 

of the digital economy, and stimulating its development 

process in general; (4) ensure cyber security and promote 

orderly development; and (5) building an Internet 

management system and promoting justice efforts (Kania et. 

al., 2017). 

 

Apart from these basic reasons, China has poured out quite a 

lot of effort to adapt to the development of potential war on 

a new front. The People's Liberation Army Strategic Support 

Force (PLASSF), for example, is part of the Chinese national 

army directed at "information warfare" (Pinterpolitik, 2021). 

What's more, China's military units are among those 

supported by large disbursement of funds, namely USD 

168.2 billion. This position places China right below the US 

for the highest military budget in the world (Michael, 2019). 

 

These strengthening efforts are considered by the US as a 

threat. As a power that still dominates the world order, the 

US does not want any power to compete with its capabilities. 

Apart from simply being a matter of developing opponents, 

cyberattacks that frequently occur are also the reason why 

the US responds by strengthening the country's cyber 

security structure. 

 

For instance, the development of China's cyber power is 

marked by cyber espionage in the form of hacking classified 

information, namely various military projects, including 

aircraft, combat vehicle designs, to missile systems (Iman 

and Azzqy, 49). In just 5 years, namely 2013 to 2017, the 

total losses resulting from cyberattacks in the US amounted 

to USD 5.52 billion (Nugroho and Windiani, 2018). On the 

other hand, China also accused the US of hacking that 

occurred in Chinese universities (Kurnia, 2022). 

 

The form of response to the issue is quite diverse. For the US, 

the main form is to tighten cybersecurity as stipulated in 

formal policies, such as the Cyberspace Policy Review to the 

International Cyberspace Policy Strategy (Nugroho and 

Windiani, 2018). This task is not only delegated to the 

government, but is also open to private, local actors, and to 

individuals in the network to help protect the digital 

environment. 

 

The cyber arms race between the US and China is inevitable. 

The competition is heavily influenced by international 

agreements between the two countries which then affect the 

growth of the technology industry and ultimately impact the 

stability of international cybersecurity (Setiawan et. al., 154). 

Even though the US and China had originally communicated 

intensely at certain times to stop competition, the result was 

insignificant due to each party focusing on pursuing their 

own national interests. 

 

- The Process of US-China Cyberwar from 

Constructivism Perspective 

According to constructivism theory, where social 

construction is formed as shared knowledge in an 

international arena, the stronger a state is, the greater its role 

in shaping collective identity that apply in the interaction 

process which eventually become part of the international 

norm. Therefore, the dominant country will shape the way it 

views itself, other countries, and how other countries should 

view their country.  

 

The main essence of the constructivist framework of thinking 

lies in how countries process the ideal identity they want 

internationally. Social construction plays an important role 

because it shapes perceptions of other actors. The state forms 

a strong conception of their rights and roles independently 

(Jamison, 2021). If there is a discrepancy between a country's 

perception of itself and other countries' perceptions of that 

country, especially if the international community rejects the 

identity of the country concerned as a whole, then such 

differences can escalate into tensions that lead to conflict. 

 

The attitudes of the US and China towards each other in 

cyberspace are highly correlated with actions in the real 

world. Isnarti (2016) conveys his views on the important role 

of construction in collective identity formation, both friend 

and foe. For example, if China – from the military or civilian 

side, is claimed to have hacked US cyber systems, then this 

action will be considered as a cyber-attack that undermines 

national security. As for other scenarios, for example 

teenagers from Australia hack actors from the US, then this 

attitude will only be responded to as an act of espionage, not 

until it becomes a frightening attack (Isnarti, 2016). This 

happened considering that Australia is a US ally, while China 

is perceived as an enemy. 

 

A set of cybersecurity policies in the US is the result of the 

interaction of actors with their environment along with the 

participation of the international community's anarchist 

political culture (Nugroho and Windiani, 2018). The issue of 

national security, for example, is something that is decided 

based on a compromise between the various actors involved. 
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In this case, including the government and society in the 

cyber world (cyberspace). Here, social construction becomes 

an important player because it shapes the perception of other 

actors. For example, with China, it is difficult for the US to 

form sustainable cooperation given the fluctuating dynamics 

of the relationship between the two. It's different when the 

US cooperates with its traditional allies, such as Australia 

and Britain. Until the end, it is difficult to find similarities 

that would reduce the political tension of both parties. 

 

Additionally, this assumption is also based on the 

stigmatization of the state. In essence, China is an 

authoritarian communist country by government. Various 

issues reflect this, such as the existence of a social credit 

system (Kyle, 2021) to re-education camps in Xinjiang 

(Wong and Buckley, 2021), all of which are considered 

undemocratic in the US. The difference in government 

culture also occurs in the cyber world, where China's 

cyberspace is adapted to the goals of national interests. For 

example, the great firewall program, which requires sites and 

applications to suit political interests (Economy, 2018). This 

is also indicated by the existence of acts of mutual attack in 

the cyberspace of the two countries, such as Google 

applications being forced by censorship rules in China and 

the threat of blocking TikTok in the US (Xiao, 2021; 

Morrison, 2023). 

 

On the other hand, China also considers the US to play too 

dominant a role in the international cyber world. The implicit 

aim of China's rise is in reducing the dependence of many 

countries on US-based technology and, at the same time, 

influencing global internet usage activities (Martin-Shields, 

2021). Martin-Shields (2021) also highlights a number of 

advantages of China's presence in cyber-related markets, 

such as marketplaces (Alibaba), internet conglomerates 

(Tencent), digital infrastructure and device manufacturers 

(Huawei), to global satellite systems (BeiDou). 

 

According to Triwahyuni and Yani (2018), the US and China 

have the same perspective regarding the military, economy, 

and politics in the cyber world. However, there are 

differences that give uniqueness to each point of view. For 

example, as a country that promotes liberal democracy in 

various parts of the world, the characteristics of the cyber 

world in the US perspective are full of views of freedom of 

expression. Meanwhile for China, the cyber world is not just 

a matter of control, regulation of information, or network 

assets, but also a matter of interests. The benefits gained from 

strengthening power in cyberspace are really used to pursue 

the goals of national interests. 

 

Meanwhile, other differences also exist in the perception of 

one another. Regarding this, Brown and Yung (2017) write 

that, on the one hand, Washington considers Beijing to 

interfere too much in their business interests. Meanwhile, on 

the other hand, China views the US as being too hypocritical 

with its domination in managing (governing) the Internet and 

taking advantage of its position which "leads" cyber space to 

obtain information that is in line with their intelligence 

interests. This difference in perceptions results in a lack of 

common ground between the two parties which will only 

reduce the potential for conflict resolution dialogue. 

 

From a constructivism perspective, the US attitude to 

strengthen national security in the context of cyberspace is 

the fruit of its intense interaction with China. So far, relations 

with China have tended to be hostile, although in some 

respects they still experience cooperation, such as clinical 

technology collaboration and environmental achievements 

(Flannery, 2022). Even so, this effort still requires the 

authority of the government's attitude to reduce ego–manage 

perceptions of other actors. In this case, the US should be 

able to reduce the intensity of its conflict by opening 

opportunities for cooperation in areas that do not directly 

intersect with high-level interests, such as national security. 

 

In the context of security, constructivism views that security 

is the result of social construction, considering that security 

is a consideration for various actors in responding to 

potential threats to the state (Nugroho and Windiani, 398). 

China's capability to carry out espionage, for example, is a 

concern for the US' ability to protect national sovereignty and 

the security of its citizens. In addition, the news reported by 

the media also influences public opinion towards China, so 

that it can have an impact on collaboration in other fields. 

 

For the US, the threat of war in the cyber world is as 

dangerous as the threat of physical war, considering the fatal 

consequences that can occur in the event of a cyber-attack, 

such as paralyzing important infrastructure, state information 

systems, and damaging the government's credibility 

(Saputera, 12). 

 

Relationships are increasingly tenuous due to not finding a 

common attitude. In addition, there have been no attempts at 

follow-up dialogue, even though it had previously been 

carried out since 2015. For example, Gady (2016) wrote how 

US-China relations had dialogue but had not produced 

significant progress. Dialogue itself is important in order to 

find commonalities that hopefully can together form the 

latest international norms. 
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Furthermore, social construction is not permanent, but can be 

reconstructed by adjusting the ongoing dynamics. In this 

context, the US and China can reconstruct their perceptions 

of each other, so that if an agreement is reached, conflicts and 

differences of opinion can be minimized. Meanwhile, 

identity still plays an important role in formulating the 

construction of the interests to be achieved (Jackson and 

Sorensen, 392). 

 

Promoting dialogue between people has the potential to 

equalize the perception of the interests of each country. 

However, this hope will certainly be difficult to achieve 

because both parties are trying to spread their influence in 

line with their respective national interests. This action can 

be predicted based on the identity held by each actor in the 

arena of international interaction. 

 

CONCLUSION 

The US and China had an agreement in cyberspace to 

develop international norms. Nonetheless, this step was not 

significant given the reluctance of both parties to implement 

the points of agreement because they were not in line with 

national interests. China's cyber power is among those 

experiencing a renaissance. 

 

The development of China's internet itself has a 

characteristic, namely its adjustment to the basic principles 

of Marxism. The capabilities of the Bamboo Curtain country 

cannot be underestimated since the series of cyber-attack 

cases against a number of countries, including hacking 

attempts. China itself has poured a lot of effort into 

developing military capabilities in the cyber world as a new 

battlefield. These efforts are considered by the US, the 

dominant force in cyberspace, as a threat. Apart from the 

question of the progress of the opponent, cyberattacks that 

often occur are also a reason. 

 

The development of China's cyber power is marked by cyber 

espionage in the form of hacking classified information, such 

as various military projects. Therefore, a cyber arms race is 

inevitable. Intense communication that was supposed to be 

carried out by both parties became insignificant due to each 

party focusing on pursuing the goals of their own national 

interests. 

 

Regarding constructivism theory, the dominant state will 

shape the way it views itself, other countries, and how other 

countries should view their country. With China, it is 

difficult for the US to form sustainable cooperation given the 

fluctuating dynamics of the relationship between the two. 

Until in the end, it is difficult to find similarities that would 

reduce the tension of political conflict. 

 

China's cyberspace itself is adjusted to the goals of national 

interests, such as the great firewall program. The implicit aim 

of China's rise is in reducing countries' dependence on US-

centric technologies and, at the same time, influencing global 

internet usage activities. In addition, the use of 

constructivism can also highlight differences in the cyber 

world of the two countries. The characteristics of the cyber 

world in the US perspective are full of views on freedom of 

expression. Washington considers Beijing to be too 

meddling in their business interests. Meanwhile in China, the 

cyber world is not only a matter of control, regulation of 

information and network assets, but also a matter of interests. 

China also thinks that the US is too dominating in managing 

the internet, and even tends to abuse its power for 

intelligence purposes. 

 

The US attitude to strengthen national security in the context 

of cyberspace is the result of its intense interaction with 

China. So far, relations with China have tended to be hostile. 

China's capability to carry out espionage is a concern for the 

US ability to protect the sovereignty of the country and its 

citizens. Even so, social construction is not permanent and 

can be reconstructed by adjusting the ongoing dynamics. 
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